














Recommendation #: 7a.

Agency Addressed: Governor’s Office of Information Technology

Original Recommendation in Audit Report:

The Governor's Office of Information Technology should reduce the State’s exposure to attacks against unnecessary and insecure ports, services, and utilities
by:

a. Ensuring that the specific deficiencies identified in the confidential appendices provided under separate cover are immediately addressed.

b. Reducing the overall Internet footprint of the State through the consolidation of servers and identification and removal of unneeded IP addresses and
systems.

c. Limiting the number of ingress and egress points to the State Wide Area Network and to agency-specific networks.

d. Inventorying all systems and applications (assets) that require public Internet access.

e. Defining the appropriate access rules for each inventoried asset.

f. Ensuring that all assets are protected by a monitored firewall.

Agency’s Response (i.e., agree, partially agree, disagree): Agree

Agency’s Written Response in Audit Report:
Implementation Date: July 2011.

Reducing the overall Internet footprint by reducing servers and consolidating applications is the primary goal of consolidation and is complex and will take
resources and some time to complete. The State’s wide area network was re-bid this summer and is now known as the Colorado State Network. This new network
will enable the Office of Cyber Security to provide more secure ingress and egress points as well as improve monitoring. Additionally, through consolidation, OCS
is working with the Governor’s Office of Information Technology to develop a comprehensive list of all state systems and applications, including those exposed to
the Internet. OCS will ensure that proper access rules protect these systems through the vulnerability scans and remediation activities discussed next. Beginning
in 2011, OCS will expand the Threat and Vulnerability Management Program by requiring agency Information Security Officers to perform monthly vulnerability
scans within each agency environment. Pending budget approval, OCS will procure vulnerability scanning software for each of the consolidated Executive Branch
agencies. OCS will provide training, standardized scanning policies, vulnerability tracking tools, and monthly reporting requirements for ISOs dedicated to each
agency. Phase | of this effort will focus on mitigating high-rated vulnerabilities within each agency. Phase Il of this effort will focus on the continuous management
of high-rated vulnerabilities and the initiation of mitigating medium-rated vulnerabilities. Phase IIl will focus on the continuous monitoring and management of all
vulnerabilities within each agency environment. Data collected through this effort will be consolidated for a root cause analysis (i.e., configuration management,
patch management, access controls, etc.) and used to target agencies’ limited resources (people, time, budget) and future OIT strategic planning. Where budget

and resources permit, OCS will also work with agencies to ensure that all critical state systems are protected with a firewall that includes appropriately defined
ingress and egress rules.

Status of Corrective Actions (To be provided by agency):
OCS initiated the Colorado Internet Footprint Reduction project in February of 2011. Through this project, OCS has identified all state system exposures on the
Internet and is-working with agency 1SOs and staff for business justification for each exposure. Any exposure that does not have a legitimate agency business

purpose will be removed either at the system, agency firewall, or state network level. Policy requirements for administrative interfaces will be incorporated in the
2012 OCS Policy and Governance Update initiative.
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OCS has purchased an enterprise Intrusion Prevention Solution for the state that will assist in the management and protection of Internet exposed systems and
applications.
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Recommendation #: 8a, 8b, 8c, 8d, 8e, 8f, 8g.

Agency Addressed: Governor's Office of Information Technology

Original Recommendation in Audit Report:

The Governor’s Office of Information Technology should ensure that state web applications are appropriately secured by:

Ensuring that the specific deficiencies identified in the confidential appendices provided under separate cover are immediately addressed.

Training state application developers on the fundamentals of secure coding and application design.

Routinely testing all existing web applications both manually and with automated application security scanners and correcting the identified deficiencies.
Ensuring that all newly designed web applications, whether created by the state or a vendor, are tested manually and with automated scanners.

Requiring the Office of Cyber Security to validate that all web applications have been sufficiently tested and properly secured before being moved into
production.

Protecting critical web applications with web application firewalls.
g. Ensuring IT staff are routinely reviewing and monitoring web application logs and reporting suspicious activity to appropriate staff.
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Agency’s Response (i.e., agree, partially agree, disagree): Agree

Agency’s Written Response in Audit Report:
Implementation Date: July 2011.

The Office of Cyber Security initiated an Application Security (AppSec) program in March 2010 to begin to handling the issues of weak web applications within the
State of Colorado. Due to budgetary and human resource constraints (the AppSec program currently consists of one highly skilled security application expert), the
AppSec has had limited but effective success through the offering of several application security classes to state developers, reviewing and providing guidance on
application security requirements for several key state projects, creating a communication mechanism to assist developers with mitigation strategies to close
security holes in state web applications, aiding in the implementation of several web application firewalls for critical state applications, and developing application
security checklists to be used by developers to check the security of their applications. Testing of applications will be performed through the OCS Threat &
Vulnerability Management Program and all identified issues will be mitigated through the AppSec program and tracked to resolution using the OCS Colorado Risk
Incident, & Security Compliance tool. Where budget and resources permit, OCS will assist agencies in testing all new critical and major rated web applications
prior to moving the applications into production and will continue providing assistance in the implementation and configuration of web application firewalls.

Guidance on the detection of anomalous and malicious activity against state web applications will be created by the AppSec program and will be integrated into
the OCS detection and monitoring program where budget allows for the expansion of the centralized OCS centralized logging system.

Status of Corrective Actions (To be provided by agency):

The OCS Application Security (AppSec) program continues to be limited by budgetary and human resource constraints. Even with these constraints, the AppSec
program continues to make improvements in state application security through training and by actively assisting agencies with fixing identified application issues.
For example, over that last several months, the OCS AppSec program redesigned and redeveloped one of the highest rated risk applications from the OSA

penetration test resulting in all security issues being fixed. The AppSec program will continue to assist all state agencies with the application issues identified
during the OSA penetration test.
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In fiscal year 2012, the AppSec program and TVMP will be performing a security web application assessment against the top 10 applications within the state.

Guidance on the detection of anomalous and malicious activity against state web applications will be created by the AppSec program and will be integrated into
the OIT detection and monitoring program where budget allows for the expansion of the centralized OIT centralized logging system.
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Recommendation #: 9a, 9b, 9c, 9d, 9e, 9f, 9g.

Agency Addressed: Governor's Office of Information Technology

Original Recommendation in Audit Report:

The Governor’s Office of Information Technology should improve the security of public agencies’ internal networks by:

a. Ensuring that the specific deficiencies identified in the confidential appendices provided under separate cover are immediately addressed.

b. Architecting internal networks so that they are “segmented,” or broken into different zones based upon the access and security requirements of the
systems in those zones. In particular, OIT and agencies should isolate servers and databases where sensitive data may be stored and limit the systems
which can access them and the protocols that are allowed based on business needs.

Requiring information security officers to routinely perform automated vulnerability scans of internal networks to identify and remediate vulnerabilities.
Working with agency IT staff to ensure that proper hardening and patch management practices are being followed.
Providing guidance to IT staff and agency IT directors on the development and implementation of proper network segmentation.

Requiring that agencies utilize secure protocols when transmitting sensitive information to prevent someone who gains access to the internal network from
being able to “sniff,” or capture usernames and passwords.

g. Implementing intrusion detection capabilities within internal networks where feasible.

0 oo

Agency’s Response (i.e., agree, partially agree, disagree): Agree

Agency’s Written Response in Audit Report:
Implementation Date: July 2013.

Many of the state internal networks were created before the Office of Cyber Security policy requirements stating that “all sensitive data is to be stored and
processed on a LAN segment that is separated from end users through the use of a firewall or other access control mechanism” as well as that “security protocols
are [to be] used to protect user login information to State systems.” Through consolidation, the Office of Information Technology has inherited these State networks
that do not comply with these security requirements. Mitigating these problems will require significant budget and human resources. Through the data center
consolidation effort, agency server systems will be segmented from the agency end user workstation environments and provide some of the compliance

mechanisms for this policy requirement. OCS will also be working with the Chief Technology Officer's office to develop guidance for agencies on proper network
segmentation practices.

OCS will be requiring monthly vulnerability scanning in agencies which will assist in the identification of all unsecure protocol issues. These issues will be managed
through the OCS Colorado Risk, Incident, & Security Compliance tool. OCS will ensure that proper patching and hardening practices are implemented within each
agency through the Information Security Officers annual self-assessments and through monthly scanning. Where budget and resources permit, OCS will assist
agencies in the implementation and monitoring of internal intrusion detection systems.

Status of Corrective Actions (To be provided by agency):

OCS is requiring quarterly/monthly vulnerability scanning in agencies, which will assist in the identification of all unsecure protocol issues. These issues will be
managed through the OCS Colorado Risk, Incident, & Security Compliance (CRISC) tool. OCS will ensure that proper patching and hardening practices are
implemented within each agency through the Information Security Officers annual self-assessments and through quarterly/monthly scanning. Where budget and
resources permit, OIT will assist agencies in the implementation and monitoring of internal intrusion detection systems.

OCS will continue to address the segmentation issues through OIT initiatives and non-consolidated state agency initiatives.
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